Vi invio questa procedura visto che mi è stata richiesta da ("Sandro Bernero" <s.bernero@virgilio.it>)
Questa Procedura serve per utilizzare il router Atlantis A02-RA3+ con Emule con la possibilità di avere attivo anche il Firewall.

1 Connettetevi al router via http:(IP del router) ad esempio 192.168.0.254  (di default è 192.168.1.254) 

2 Cliccate su Configuration

	Status

	Quick Start

	Configuration

	Save Config to FLASH

	Language


Vi apparirà questo…

	Status

	Quick Start

	Configuration

	LAN

	WAN

	System

	Firewall

	VPN

	QoS

	Virtual Server

	Advanced

	Save Config to FLASH

	Language


3 Cliccate su Firewall e vi troverete qua

	Status

	Quick Start

	Configuration

	LAN

	WAN

	System

	Firewall

	General Settings

	Packet Filter

	Intrusion Detection

	MAC Address Filter

	URL Filter

	Firewall Log

	VPN

	QoS

	Virtual Server

	Advanced

	Save Config to FLASH

	Language


4 cliccate su General setting e impostate come nella figura sotto

	General Settings

	Firewall Security
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If some applications cannot work after enabling Firewall, please check the Packet Filter especially Port Filter rules. For example, adding (TCP:443,outbound allowed) will let HTTPS data go through Firewall.)[image: image8.wmf]
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	Block WAN Request
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Enable for preventing any ping test from Internet, such as hacker attack.)
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5 cliccate su Apply per rendere attivo il firewall.

6 Dopo avere attivato il firewall ritornate al punto 3 e cliccate su Firewall e poi su Packet filter in modo da trovarvi qua…

	Packet Filter

	Firewall Security

	Type
	Configuration
	Note

	external
< >
internal
	
Port Filters 

	
Address Filters 

	1. By default, all protocol types and TCP/UDP ports are blocked.
2. Only the listed IP addresses are blocked 


7 ora cliccate su port filters e vi apparirà questo..

	Port Filters

	Filtering Rules

	
Add TCP/UDP Filter 

	
Add Raw IP Filter 

	
Return 



	Filtering Table

	Type
	Start Port
	End Port
	Inbound
	Outbound
	 
	 

	TCP
	80
	80
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	21
	21
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	23
	23
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	25
	25
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	110
	110
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	119
	119
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	7070
	7070
	Allow 
	Allow 
	
Edit 

	
Delete 


	ICMP 
	N/A
	N/A
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1720
	1720
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1503
	1503
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	22
	22
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	123
	123
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	443
	443
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	4661
	4662
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	4671
	4672
	Allow 
	Allow 
	
Edit 

	
Delete 


	TCP
	4241
	4242
	Allow 
	Allow 
	
Edit 

	
Delete 



8 Cliccate su EDIT alla voce TCP 80 e impostate Allow su INBOUND e OUTBOUND

	Port Filters

	Edit
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	Transport
	Type
	TCP
	

	Port Range
	Start Port
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80


	

	
	End Port
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80


	

	Direction
	Inbound
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Allow


	

	
	Outbound
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 HYPERLINK "http://192.168.0.254/configuration/fw_filter.html?ImFireWall.ImFwPolicies.pex_in" Return 

Fine modulo




9 Cliccate su Apply…ritornete in questa schermata

	Port Filters

	Filtering Rules

	
Add TCP/UDP Filter 

	
Add Raw IP Filter 

	
Return 



	Filtering Table

	Type
	Start Port
	End Port
	Inbound
	Outbound
	 
	 

	TCP
	80
	80
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	21
	21
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	23
	23
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	25
	25
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	110
	110
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	119
	119
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	7070
	7070
	Allow 
	Allow 
	
Edit 

	
Delete 


	ICMP 
	N/A
	N/A
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1720
	1720
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1503
	1503
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	22
	22
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	123
	123
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	443
	443
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	4661
	4662
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	4671
	4672
	Allow 
	Allow 
	
Edit 

	
Delete 


	TCP
	4241
	4242
	Allow 
	Allow 
	
Edit 

	
Delete 



10 A questo punto aggiungete le porte che il firewall dovrebbe lasciarvi usare (questo in base ai server dove volete connettervi)… ad esempio se volete connettervi con Razorback2 seguite qusta procedura..

11 Cliccate su Add TCP/UDP Filter come nella figura sotto..

	Port Filters

	Filtering Rules

	
Add TCP/UDP Filter 

	
Add Raw IP Filter 

	
Return 



	Filtering Table

	Type
	Start Port
	End Port
	Inbound
	Outbound
	 
	 

	TCP
	80
	80
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	53
	53
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	21
	21
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	23
	23
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	25
	25
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	110
	110
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	119
	119
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	7070
	7070
	Allow 
	Allow 
	
Edit 

	
Delete 


	ICMP 
	N/A
	N/A
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1720
	1720
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	1503
	1503
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	22
	22
	Block 
	Allow 
	
Edit 

	
Delete 


	UDP
	123
	123
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	443
	443
	Block 
	Allow 
	
Edit 

	
Delete 


	TCP
	4661
	4662
	Allow 
	Allow 
	
Edit 

	
Delete 


	UDP
	4671
	4672
	Allow 
	Allow 
	
Edit 

	
Delete 


	TCP
	4241
	4242
	Allow 
	Allow 
	
Edit 

	
Delete 



12 Vi troverete qua..

	Port Filters

	Add TCP/UDP Filter
Inizio modulo
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	Transport
	Type
	[image: image147.wmf]

TCP


	

	Port Range
	Start Port
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	End Port
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	Direction
	Inbound
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	Outbound
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13 Su transoprt Type selezionate TCP.. su Port Range alla voce Start port mettete 4661 

     E alla voce End port mettete 4662

14 Alla voce Direction lasciate Allow su entrambe

15 Cliccate su Apply.

	Port Filters

	Add TCP/UDP Filter
Inizio modulo
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	Transport
	Type
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	Port Range
	Start Port
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	End Port
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	Direction
	Inbound
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	Outbound
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16 Ora abilitate anche questa….

17 Su transport Type Selezionate UDP

18 Su start port mettete 4671 e su End port mettete 4672

19 Lasciate Allow su entrambe

20 Cliccate su Apply

21 A questo punto il procedimento è uguale su qualsiasi server vogliate connettervi, basta guardare la porta che usa il server .

Un consiglio. In start port mettete la porta più bassa di un numero, e in End port mettete la porta giusta. (potrebbe funzionare anche se i numeri delle porte sono uguali….ma no l’ho provato quindi non lo so)

22 Finita questa procedura cliccate su Save config to Flash

	Status

	Quick Start

	Configuration

	LAN

	WAN

	System

	Firewall

	General Settings

	Packet Filter

	Intrusion Detection

	MAC Address Filter

	URL Filter

	Firewall Log

	VPN

	QoS

	Virtual Server

	Advanced

	Save Config to FLASH

	Language


E poi cliccate su Apply

	Save Config to FLASH

	Please confirm that you wish to save the configuration.
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	There will be a delay while saving as configuration information is written to FLASH chips.
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A qusto punto dovreste poter usare Emule come volete…
Buon Divertimento.

P.S. Spero di essere stato chiaro anche in questo procedimento. Altrimenti sapete come contattarmi.

Alla Prossima  ……………….SKYZZO
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